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Kentec Electronics Ltd 

Coordinated Vulnerability Disclosure (CVD) Policy 

August 21, 2026 

1. Coordinated Vulnerability Disclosure (CVD) Policy 

1.1 Purpose 
Kentec Electronics Ltd is committed to maintaining the security, safety, reliability and integrity of its products. 

This Coordinated Vulnerability Disclosure (CVD) Policy establishes a structured process for receiving, 

assessing, remediating and disclosing potential cybersecurity vulnerabilities affecting Kentec Electronics Ltd 

products. 

The policy supports responsible collaboration with customers, security researchers, certification bodies, 

system integrators, and other stakeholders. 

1.2 Scope 
This policy applies to cybersecurity vulnerabilities affecting Kentec Electronics Ltd products with digital 

elements (hereinafter referred to as "products") that are within their applicable security support period. 

Products that have reached the end of their declared security support period are outside the scope of this 

policy. 

 

1.3 Principles 
Kentec Electronics Ltd will: 

• Encourage responsible reporting of vulnerabilities. 

• Acknowledge reports promptly. 

• Review all reports objectively and fairly. 

• Work collaboratively with reporters. 

• Protect confidential information where appropriate. 

• Develop and deploy remediation measures based on risk. 

• Communicate transparently with affected stakeholders. 

• Coordinate public disclosure when required. 

Researchers acting in good faith and following this policy will not be subject to legal action by Kentec 

Electronics Ltd solely for identifying and reporting a vulnerability in accordance with this process. 

1.4 Roles and Responsibilities 

Compliance Director 

• Owns the CVD programme. 

• Approves public disclosures. 

• Ensures regulatory and certification obligations are met. 

• Ensures the CVD programme is consistent with applicable group governance expectations, including 

transparency, ethical conduct, legal compliance and customer protection. 
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Engineering Team 

• Performs technical analysis. 

• Develops corrective actions. 

• Validates fixes. 

• Maintains traceability between affected product versions, firmware/software releases, configuration 

tools, release notes and corrective actions. 

Quality Assurance 

• Tracks investigations. 

• Maintains records. 

• Coordinates corrective and preventive actions. 

Product Management 

• Assesses customer impact. 

• Coordinates stakeholder communications. 

• Ensures customer-facing communications include appropriate security guidance for connected products, 

remote services, firmware updates and configuration changes. 

2. Vulnerability Reporting Statement 

Report a Cybersecurity Vulnerability 
Kentec Electronics Ltd welcomes reports relating to potential cybersecurity vulnerabilities affecting our 

products. 

If you believe you have discovered a cybersecurity vulnerability, please notify Kentec Electronics Ltd using 

the contact details below. 

Information to Include 

Please provide: 

• Product name and version. 

• Firmware or software version. 

• A clear description of the vulnerability. 

• Steps necessary to reproduce the issue. 

• Potential impact. 

• Network, cloud, remote access or connectivity details, where relevant. 

• Your contact information. 

• Any vulnerability coordinator reference, if the issue has also been reported to a third-party coordinator 

such as a national CSIRT or vulnerability coordination body. 

Note: Please do not attach files to your initial report. If supporting files are required, instructions for secure 

sharing will be provided. 

 

Reporting Contact 

Email: psirt@kentec.co.uk   

Subject Line: "Cybersecurity Vulnerability Report - [Product Name]" 
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What You Can Expect 

Kentec Electronics Ltd will: 

• Aim to acknowledge receipt within 5 business days. 

• Assign a tracking reference. 

• Provide an expected next update or target response timeframe. 

• Review and validate the report. 

• Maintain communication with the reporter. 

• Coordinate remediation and disclosure activities. 

Responsible Disclosure Expectations 

We request that reporters: 

• Comply with all applicable laws and regulations. 

• Avoid public disclosure until remediation and disclosure activities have been coordinated. 

• Avoid any activity that could disrupt, damage, or adversely affect safety-critical systems, customer 

operations, production environments, or data. 

• Not conduct social engineering, phishing, physical attacks, denial-of-service testing, or other disruptive 

testing. 

• Provide sufficient technical information to allow the reported vulnerability to be reproduced, validated, 

and investigated. 

Confidentiality 

All reported vulnerabilities will be handled confidentially and only shared with personnel who require 

information for investigation and remediation. 

 

Where confidential information is required to reproduce, validate, or investigate a reported vulnerability, an 

appropriate Non-Disclosure Agreement (NDA) may be requested. 

3. Coordinated Vulnerability Disclosure Process 

Stage 1 - Receipt 

• Receive the vulnerability report and assign a tracking reference. 

Stage 2 – Verification 

• Assess the vulnerability, its severity, impact, and risk. 

• Request additional information where necessary. 

Stage 3 - Remediation 

• Develop and test appropriate remediation or mitigation measures based on risk.  

Stage 4 - Release 

• Release security updates or other remediation measures and provide relevant vulnerability information.  

Stage 5 - Post-release 

• Monitor the effectiveness of the remediation and improve the vulnerability handling process. 
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4. Policy Updates 
 

This policy may be updated without prior notice to reflect changes in legal, regulatory, technical, or 

operational requirements. 

 

 


