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FCC Compliance

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial environment. This equipment
generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with the Installation Manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful interference in which case the user
will be required to correct the interference at his own expense. Any changes or modifications not expressly approved could void the user’s authority to
operate this equipment under the rules and regulations of the FCC.

Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause undesired operation.
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Introduction 1

Section 1

Introduction

This manual describes the installation of the eNet Interface K1170-00.

This section describes:

The figure below illustrates the eNet Interface K1170-00:

Using This Manual

Related Documentation
Document Conventions

If You Need Help

Contacting Kentec For Repair

Figure 1-1
eNet Interface
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Introduction 1

Using This Manual

The following sections provide instructions for installing, testing and troubleshooting the eNet Interface:

Section 1 Introduction provides document conventions, the technical helpline, repair and return
information.

Section 2 Overview provides a summary features of the eNet Interface.

Section 3 Installation describes how to install, configure and troubleshoot the eNet Interface.

Appendix A  Specifications provides operating characteristics of the eNet Interface.

Related Documentation

The following documents shall be used to provide additional information for installing the eNet Interface:

«  Elite RS Installation Manual, Man-1200, Rev.E01.XX
« Elite A Installation Manual, Man-1199, Rev.E03.XX

Writing styles

Before you begin using this installation manual, familiarize yourself with the following stylistic conventions:
Bold type Indicates text that you must type exactly as it appears or indicates a default value.
Italic type Denotes a displayed variable, a variable that you must type, or is used for emphasis.

Courier font  Indicates text displayed on a computer screen.

Kentec Electronics Ltd.
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Introduction 1

If You Need Help

If you need technical support contact Kentec at + 44 (0) 1322 222121 or e-mail the department,
techsupport@kentec.co.uk. Kentec technical support is available Monday through Friday, 8:00 AM to
5:00 PM and Saturday 8:00 AM to 12:00 PM.

Limited Returns and Repairs Policy

In-Warranty Items

All equipment supplied by Kentec Electronics Ltd is provided with a warranty, as defined in Section 8
(Warranties & Liability) of the Terms and Conditions of Sale. These warranties are between Kentec
Electronics Ltd (the Seller) and the company that placed the order upon the seller (the Buyer). The
warranty period is valid for 36 months from the delivery date and is non-transferable.

Damaged Goods

In the event of damage to equipment during transit or any defect in the quality of goods, the Buyer shall
notify Kentec Electronics Ltd within seven days of delivery as detailed in Section 8.5 of the Terms &
Conditions of Sale.The goods may then be returned to the Customer Service Department of Kentec
Electronics Ltd. for repair, or replacement parts may be supplied (by arrangement).

Component Failure

In the event of a defect of the supplied equipment during the warranty period, due to defective
materials or workmanship, then replacement parts shall be supplied to the Buyer using the Service
Replacement Item (SRI) scheme.

Service Replacement Items

The Buyer shall request the replacement part(s) required from the Customer Service Department. This
request shall be made by fax to +44 (0)1322 291794 or e-mail to sales@kentec.co.uk and shall include
the parts required, the panel Works Order (W/O) Number and the required delivery address.

If the Buyer is not aware of the required replacement part(s), additional advice may be obtained from the
Technical Support Department of Kentec Electronics Ltd. Once the SRI has been approved, items are
normally dispatched for next day delivery within the mainland UK, subject to stock availability.

Kentec Electronics Ltd.
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Introduction 1

SRI parts are supplied on the following terms and conditions:

SRI parts are loan items and are not available for resale.

At all times, Kentec Electronics Ltd. retains the title of SRI parts supplied, as detailed in Section 7.4 of
the Terms and Conditions of Sale.

All SRI parts must be returned to the Customer Service department of Kentec Electronics Ltd within 14
days of delivery.

Any SR parts that have not been returned within 28 days of delivery will be invoiced at the price
given in the Kentec Price List, less discount.

Any returned items that are found to have failed due to fair wear and tear, willful damage, negligence,
abnormal working conditions, misuse or alteration or repair without the Suppliers approval or failure to
follow the sellers instructions will be subjected to a repair fee of up to the price given in the Kentec Price
List, less discount.

Any returned items that are not part of the original equipment or are not in warranty will be invoiced at
the price given in the Kentec Price List, less discount where applicable.

All SRI parts shall be returned in the same packaging as the replacement parts were supplied in.
Failure to ensure that adequate anti-static precautions are taken during the replacement of parts, orin
the return of SRI parts may result in an invoice of up to the price given in the Kentec Price List, less
discount.

Any SRI parts returned without the completed SRI delivery report or any SRI reference
documentation will be invoiced at the price given in the Kentec Price List, less discount.

The right to receive Service Replacement ltems is regularly reviewed and may be withdrawn from
persistent abusers of this facility. Kentec reserve the right not to supply SRI items without prior notice.

Kentec Electronics Ltd.
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Out Of Warranty Iltems

Kentec Electronics Ltd provides a test and repair facility for most standard and special build products.
This facility can also recondition control panels, subject to availability of components.

Customer Repairs

Items for repair shall be returned to the Customer Service Department of Kentec Electronics Ltd. Any
items returned for repair must be accompanied with the following:

« Arequest for repair work to be undertaken.

. A customer contact name.

»  Details of the company requesting the repair.

Failure to supply the required information will result in the returned items being quarantined for a
period not exceeding 60 days. If the items are not identified within 60 days of receipt, then Kentec
Electronics Ltd reserves the right to dispose of these items or return them.

A written quotation will be provided for all items to be repaired that are not included in the repair prices
section of the Kentec Price list. No repairs or refurbishment will be undertaken without prior authorisation
from the customer and a written order for the repair work. Returned equipment will be held awaiting
authorisation for a period not exceeding 60 days from the date of quotation. After this period, Kentec
Electronics Ltd. reserves the right to dispose of these items or return them.

Repair Warranties

Repaired items are not covered by the normal Warranties and Liability conditions in the Terms and
Conditions of Sale.Subsequent failures of repaired items will only be covered if the failure is due to a
material or workmanship defect directly associated with the repair and for a period not exceeding three
months from the date of the repair.

Kentec Electronics Ltd are under no liability if the repaired or replaced components are found to have
failed due to fair wear and tear, willful damage, negligence, abnormal working conditions, misuse or
alteration or repair without approval or failure to follow the sellers instructions.

Kentec Electronics Ltd.
eNet Interface Installation Manual Man-1204, Revision E01.04
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Overview 2

Section 2
Overview

The eNet Interface supports panel networking in models of the Elite and Elite - RS Fire
Alarm Control Panel.

The eNet enables information to be transmitted between control panels using a secure network connection.
Connect a two-core cable to the eNet Interface to provide the network communication path. Install the network
communication path in a loop between control equipment.

Up to sixty-four Elite Panels can be connected together using the eNet Interface. This network can be
configured for information displays such as messaging as well as controls for operating panel devices.

Figure 2-1 illustrates components on the eNet Interface:
Figure 2-1
Components on the eNet Interface
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Overview 2

Networking

The eNet Interface enhances the versatility of the fire alarm system by providing additional network
capabilities to the Elite family of control panels.

Figure 2-2 illustrates an example of an eNet using the eNet Interface:
Figure 2-2
eNet

CONTROL
PANEL 4

CONTROL CONTROL CONTROL
PANEL 1 PANEL 2 PANEL 3

. S

The network in Figure 2-2 above supports the following functions on the Elite Panel:
1 Cabling wired as a ring supplies eNet communication to all Panels.

2 Short circuit detection is provided at each network connection and automatic isolation is provided at the
shorted section of cable.

3 The eNet supports 1200 meters (4000 feet) of maximum cable length between two adjacent segments.

4 A short circuit at point A automatically disconnects the shorted section and a fault condition is announced
on all panels while the entire eNet continues communicating.

5 A short circuit at points A and B automatically disconnects both sections and a fault condition is
announced on all panels while communication continues between Panels 1 and 4 and between
Panels 2 and 3.

6 All Panels compute whether faults prevent an operation determined by a cause and effect configuration
and either assume inputs to be true (if configured to default to "true upon network fault") or display, print
and log the cause and effect conditions.

7 Open circuit faults allow the network to continue operating in the same way as short circuit faults.
8 Network cabling to be standard Belden RS485.

9 Up to 64 node.

Kentec Electronics Ltd.
eNet Interface Installation Manual Man-1204, Revision E01.04
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Installation 3

Section 3

Installation

This section provides instructions for connecting cables, mounting and testing the eNet Interface for installation.
To complete the installation:

1 Notify the monitoring center and local security that the Elite Panel will be temporarily out of service when
replacing an eNet Interface.

Remove AC and battery power to the Elite Panel.
Set the address of the eNet Interface.
Remove the eNet Interface from its packaging and check its contents.

Open the cabinet of the Elite Panel and remove the metal cover of the Panel Annunciator Board.

o g A~ W DN

Connect the eNet Interface to connectors J1 and J3 of the Panel Annunciator Board and secure the

mounting with two stand-off-screws.

~

Apply power to the Elite Panel.
8 Check LED 1 and LED 2 on the eNet Interface to identify communication from the Elite Panel.

9 Replace the metal cover of the Panel Annunciator Board and then close the cabinet of the Elite
Panel.

Install this product in accordance with NFPA 72, the National Electrical Code and all local codes.
CAUTION !

Installation of the eNet Interface must be performed by personnel familiar with electronic
components. Electronic components of the eNet Interface are vulnerable to damage from
electrostatic discharge. Ground straps must be worn by installers before handling this
circuit board to prevent electrostatic discharge damage.

Before You Begin

Before you begin the installation, take a few minutes to review the installation information, gather the required items,
and complete the tasks listed below to make the installation as quick and easy as possible.
Acquire the following items that are not included with the eNet Interface, but may be required for the installation:

Communication Cabling 4 Specify required lengths of 18 through 24 AWG.

Ground Strap 1 A ground strap is required for handling circuit boards. The ground
strap is not provided in the packaging of the eNet Interface.

Kentec Electronics Ltd.
eNet Interface Installation Manual Man-1204, Revision E01.04
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Installation 3

Setting the Address

Unique address settings are required for all eNet Interfaces on the network. These settings establish the
communication between Elite Panels on the network. Maintain each of these unique settings in a log for future
reference. Set the DIP switch on each eNet Interface to a specific binary number to assign a unique address.

Figure 3-1 illustrates eNet Interface settings:
Figure 3-1
eNet Interface Settings

ON This switch setting shows address number one.

Switch position up selects the binary digit, so a switch with
TH H i H i i i H 1,2 and 3 up would represent address humber 7.
123 45678

H (The black part shows the switch actuator)

Processor reset switch

O]

The eNet card contains green LED 1
and red LED 2 to identify incoming
and outgoing communication.

SERIAL NUMBER

Green LED 1 monitors incoming
communication and red LED 2
monitors outgoing communication.

The eNet card is communicating
when the LEDs are lit continuously.

The eNet card is not receiving
communication when one or both of
the LEDs are not lit continuously.

Green LED 1 lit continuously for Red LED 2 lit continuously for
incoming communication outgoing communication

Always perform these address settings with power of the control panel turned-off.

Kentec Electronics Ltd.
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Installation 3

Connecting the eNet Interface

To enable control panels to be connected together as a network, each panel must be connected with a eNet
Interface. The eNet Interface connects to the Panel Annunicator Board of the Elite Panel.

The Panel Annunicator Board is located on the rear of the front-panel door. The eNet Interface is held in position on
the Panel Annunicator Board by two stand-off-screws.

To connect the eNet Interface:

1 Remove AC and battery power to the Elite Panel.
2 Remove the metal cover of the Panel Annunicator Board.

3 Connect the eNet Interface to connector J1 and J3 on the bottom right of the Panel Annunicator Board and
secure it in position with the two stand-off-screws.

Figure 3-2 illustrates one of the eNet Interface two stand-off screws:

Figure 3-2
eNet Interface stand-off screw

FRONT PANEL PCB

NETWORK CARD
M3 SCREW ol (O]

Observe precautions for static electricity when handling circuit boards.

Determining the Cable Length

The eNet communications protocol has been designed to be extremely tolerant of interference and data
corruption, however as with any system, there must be limits to guarantee correct operation.

The transmission limit for this network is 3900 feet (1200 meters) and because the data is re-transmitted at each
eNet Interface, in theory, there can only be 3900 feet between each card. Using the above cable limit does not take
into account the communication failures that occur on the eNet Interface during power failures or card faults.

Kentec Electronics Ltd.
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Installation 3

In these conditions, the eNet Interface no longer operates and instead passes network traffic straight through. This
means that the total cable length between cards on either side of a failed one would be 7800 feet (2400 meters), which
is outside of the specification for this network. This fault scenario could clearly be extended to more eNet Interfaces
and this would add 3900 feet of cable length in each case.

Figure 3-3 illustrates these unintended cabling conditions
Figure 3-3

Unintended cabling conditions

INTENDED COMMUNICATION BETWEEN THREE
CARDS USING 3900 FT OF CABLE LENGTH

eNET INTERFACE 3 eNET INTERFACE 2 eNET INTERFACE 3
3900 FT——» 3900 FT

UNINTENDED COMMUNICATION BETWEEN TWO OF THE
THREE CARDS USING 7800 FT OF CABLE LENGTH

eNET INTERFACE 1 eNET INTERFACE 2 eNET INTERFACE 3
FAILS
7800 FT. -

The figure above illustrates the unintended cabling condition caused when eNet Interface card 2 fails. Failure of the
card causes communication traffic to pass through resulting in the 7800 FT cable distance between eNET Interface 1
and eNET Interface2.

A sensible fault tolerance limit has therefore to be suggested to enable the performance of the system to be predicted.
Because of the nature of the fire protection system, its design is biased towards inherent reliability and failure of a
eNet Interface, although possible, is very unlikely. Fire control panels also have substantial back up power systems,
therefore, the likelihood of a total power failure under operational conditions, is also extremely rare.

A suggested tolerance level of one card failure is therefore recommended. To guarantee operation of the system with
one card failure it is necessary to arrange the cabling such that the failure will not introduce more than 3900 feet of
cable between the two cards, which would be connected together by the failure.

This means that the total cable length between adjacent cable segments should not be more than 3900 feet. It is not
important how the 3900 feet is made up i.e. it could be 320 feet (100 meters) and 3600 feet (1100 meters) or 1970 feet
(600 meters) and 1970 feet.

Using these general rules and the specified or equivalent cable types will provide a guaranteed performance of net-
works with plenty of tolerance. In reality, the networked system will operate quite satisfactorily with longer cable
runs and if a system is required which is outside of the parameters specified, the manufacturer should be consulted for
guidance on specific designs.

Kentec Electronics Ltd.
eNet Interface Installation Manual Man-1204, Revision E01.04
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Installation 3

Assembling Cables

Contrary to earlier preferred methods of terminating the shield on shielded cables, today’s EMC noisy environments
require that the shields of these cables be connected to earth-ground at all points on the system.

The most effective method of achieving this is to use EMC cable glands, which connect the shield to the gland and
earth in a 360-degree ring. Simply stripping back the insulation of the cable and connecting “pigtails” to earth is not
recommended. When using this method it is also important to ensure that the gland body is electrically connected to
the panel enclosure.

Figure 3-4 illustrates assembly recommendations for cabling of the eNet Interface:

Figure 3-4
Recommendations for cable assembly

) 1 Compression nut
[l-___.___‘ 2 Seal
_- 3 Cable screening
l!.ﬂ‘l 4 Endless spring
= 5 Tapered ring
é 6 “O’ring
¢ ¢ 7 Gland body

Connecting the network cable

All panels will have two cables connected to another panel or panels. If either of these are not connected then a fault
will be displayed. The connection is polarity sensitive. The + and — from one panel must connect to the + and — of the
next panel and so on. The temperature of the cable should not exceed 130° F (550 O).

It is important to ensure that the connection from the OUT+ from one panel, connects to the IN+ terminal of the next
and the OUT- from one panel connects to the IN- of the next panel and so on.

Figure 3-4 illustrates the network cable connection on the Elite Panel:

Figure 3-4
Cable connection on the Elite

1.2 3 4 56 7 8 9 101112 1314 1516 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39
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Troubleshooting

This section describes network faults and zones.
Network faults

Fault messaging can appear on the Elite Panel following installation of the network.
The table below describes these fault messages and conditions:

Network open or short circuit fault A cabling fault is occurring between two nodes. The green and yellow
LEDs on the eNet Interface indicate that the fault is on the upper or lower
two terminals of the network connector. The upper two terminals are
incoming and the lower two terminals are outgoing. If the yellow LED is
off then the fault is on the cable connected to the upper two terminals and
if the green LED is off the fault is on the lower two terminals. A cabling
fault can be identified between two control panels when the
eNet Interface on one control panel contains an un-lit yellow LED and the
eNet Interface on the second control panel contains an un-lit green LED.

Unexpected network card An eNet Interface is installed on a control panel that is not configured for
networking.Configure the eNet Interface on the control panel by
Autolearn and Loop Explorer.

Unexpected network node A control panel containing an eNet Interface is connected to a functioning
network. This condition occurs when the network is not configured for the
new control panel and eNet Interface. The unexpected network panel will
respond to network events and all other panels will respond to events
from the new network panel as per the default configuration. All control
panels in the network must be configured for the number of
control panels connected. Configure each control panel of the network by
Autolearn and Loop Explorer.

Network node missing This message displays on all network control panels when a node does
not respond to communications within 100 seconds.
This may occur if a control panel loses power or if the network in and out
connections are disconnected.

Network card not connected A control panel is configured for networking and the eNet Interface is not
connected.
Network card address incorrect A control panel is configured for networking with the eNet Interface and

the control panel detects an unexpected address. To change the
address, turn off primary and battery power of the control panel before
changing settings on the eNet DIP switch.

Network comms fault Data packets are corrupted and are not being received by the control
panel. This condition indicates a very degraded transmission path
caused by excessive cable lengths, incorrect cable type or high levels of
electromagnetic interference.

Unknown network type The control panel detects a network node type that is not supported by its
current version of software.

Unspecified network event The control panel detects a network event type that is not supported by
its current version of software.

Kentec Electronics Ltd.
eNet Interface Installation Manual Man-1204, Revision E01.04
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Installation 3

Zones On The eNet

Zones on the eNet are network wide unlike other networks. This means that for example, device number 1 on loop 1
can be in the same zone as device number 126 on loop 4 of panel 64 and so on. This gives the system great flexibility
where zones need to be shared across panels such as risers or lift shafts but this philosophy must be understood from
the outset to enable a system design to be implemented effectively.

The system can have up to 500 zones and any device or input, on any panel, can be placed in any zone.
Identification of the alarm is by a unique address in the form:

Event type, Device type, Zone, Address, Loop, Panel name, Location text.

For this reason it is recommended that control panels on the eNet are not connected with zonal LED indicators.
Control panels on the eNet should use the front-panel LCD display to view event information relating to the zone
location. If zonal indicators are required, then LED indicators can only be provided for zones 1 to 48 on panels with
ABS fronts and zones 1 to 96 on all steel panels.

System designers must be aware however that the entire system can only have one zone 1, one zone 2 etc.

On smaller systems where the numbers of zones is likely to be much less than 500, spare zones can be used to good
effect to simplify network wide cause and effects by using zones as groups and operating upon these rather than indi-
vidual devices to achieve the required functionality.

Kentec Electronics Ltd.
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Specifications

Appendix A

Specifications

This appendix provides electrical and environmental specifications for the eNet Interface.

Electrical

MAXIMUM RATING

12VDC @ 100 mA

Cabling

The cable type used for the network connection should be suitable for RS-485 applications and equivalent to the

following:

Up to 1970 feet (600 meters) between control panels:

(35pF/m)

BELDEN NUMBER NOMINAL NOMINAL NOMINAL
OUTSIDE CAPACITANCE IMPEDANCE
DIAMETER

9271 0.24016” (6.1 mm) 12.2pF/foot (40 pF/m) 124 OHMS

Up to 3900 feet (1200 meters) between control panels:

BELDEN NUMBER NOMINAL NOMINAL NOMINAL
OUTSIDE CAPACITANCE IMPEDANCE
DIAMETER

9860 0.44016” (11.18mm) 10.7pF/foot 124 OHMS

Operating Environment

Low Temperature

32 +/- 3°F (0 +/- 2°C)

Dry indoor use only

High Temperature

120+/- 3°F (49 +/- 2°C)

Dry indoor use only

Relative Humidity

(32 +/- 2°C)

93% +/- 2% @ 90 +/- 3°F

This device functions in an
atmosphere of relative humidity up
to 93 percent, non-condensing.

Physical Specifications

DIMENSIONS

4.25" x 3.5”

Kentec Electronics Ltd.
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